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EFFECTIVE INTELLIGENCE ANALYSIS
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Richard M Leary, MBE, LLB Hons, PhD
Managing Director

This Presentation is made up from a selection of slides and examples taken from a number of
Presentations on Intelligence Analysis given by Forensic Pathways. The examples are based on real

case work but the data has been 6 s a n i and dsi esdg utb pr&ettéources. The impact is the same.
Further examples and more material is available from Forensic Pathways.

Copyright Forensic Pathways 2007. No part of this presentation (whole or in parts) may be reproduced without written authority from Forensic Pathways.



L N

== 1 =A==

This presentation will demonstrate:

1. The power in the world now to collect data is unparalleled and truly
massive (delivered by the oO0informat.i

2. What has been lacking are better ways of managing, analysing and making
sense of information;

3. Some examples where we have automated the process of analysing and
making sense of information will be provided.

NOTE: The examples provided in this presentation are covered by International PCT Patent
Applications and Intellectual Property Law.
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Our Power To Collect Information

Transistors
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This Growth in Power Has Not Been Matched By Our Power to Analyse & Make Sense
of Informationé 9/11, Enron, OJ Simpson, War on Terror, Mumbai, Global Downturn in
Marketse e .there are many more!
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Where Does All This Information
Come From?

1. Artificial Sources
ée. Observed or sensed by machines

2. Natural Sources
ée. Observed or sensed by humans (5

NOTE: Itis all collected In many forms, from many
sources and for many different reasons....... let me
explain é .
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The Barriers To Effective
Intelligence Analysis

A So much data !

A So many formats!

A So many sources!

A So many variables!

A So many gaps!

A So many combinations!
A So many options!

A So much diversity!

A So many standpoints!
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So Much Data

Possible Connections

Explosions In Data Collections
Number Possible Combinations
10 1,013
e 33,554,406 15
1| 1.126{10)
100 1 768 {10)30
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» ’
n 2" - {n+ 1}

Grateful to Professor David Schum, George Mason University for the use of

this Table.

- Explosions of

As any database grows so
does the number

possible combinations

é. of t wo or mor e
dat aéthis causes

In large databases the
possible number of
combinations is
enormous.

1. You cannot examine it
all

2. You need strategies for
Collection
Search

Analysis
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Analysis T What Is Needed & What Do

Automated hypothesis generation and testing
Non -hypothesis led analysis - Al Techniques

We Do

A Representing of data in models & networks

A Data modelling & predictive analysis

A Visualisation

A Queryingand Data  -mining

A Ability to see links in systems and in data

A Exploiting complexity in networks

A Understanding the nature and characteristics of data in
networks and exploiting knowledge extraction

A Role of the Science of Complexity  in understanding
relational data models & stochastic modelling

A Making complex issues simple

A

A
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The Value of Information

1. Value of an item of information is HIGH when we have a
small suspect set AND the probability that it contains the
TARGET is HIGH.
2. The value is SMALL when the suspect set is LARGE and
the probability that it contains the TARGET is LOW .
3. The trick is to reduce the UNCERTAINTY _in our formal &
informal systems
N High Value N Low Value
P
P
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CASE STUDY

TELECOMMUNICATIONS
INTELLIGENCE

CRIMINAL USE OF CELLULAR
PHONES

SIMCARD SWAPPERS



An Example of Data Collection On
a Truly Massive Scale

Cellular telephones are now one of the
most widely readily available personal
accessories used all over the world. Mobile phones per 1 000 people
More often than before, mobile o
telephones are increasingly involved in % v

a variety of crimes. Data in recovered
mobile telephones provide valuable
intelligence relating to unlawful
activity. Globally: >4 Billion Phones in
operation.

Imagine how much data is created by

the use of these phones every day let ¢

alone every year! It is data generation

on a globally massive scale. Making -

sense of this is a major task and under - ﬁ
estimated by many intelligence ?}f’ffﬁ&"

sources. Current approaches are ‘ 5010200

insufficient. We need automated, L 20010500

powerful and intelligent systems Source: World Bank, 2002, ™ 500101060 e no data available

approaches.
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Example of a Data Explosion
Telecommunications Database Intrusion Case

A Massive Explosion of Data to Analyse!

Data Value #
Total Data Rows 140,289,208 140 Million
Total Fields in Data Set 2,384,916,536 2.38 Billion

Potential Combination To Examine = | 0716451389 2 2n—(n+1)

In this example we had to identify how andwherea t el ecommuni cati ons database had b
for criminal purposes. The entire customer and billing database had to be analysed to discover anomalies and suspect

activity. This could not be undertaken by humans processing the data there was simply far too much. Forensic analysis of

the hard disks would have been fruitless for a number of technical reasons. The only way to achieve the goal was to

model and automate the comparison of all the data withy a range of indicators that would signal suspected activity. The
processing required massive power and automated comparative analysis. The result was the identification of a range of

suspect activity and persons. The possible number of iterations of data to be contended with was = (71641389
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Raw Telecom Data Loaded Into

Maverick
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Automated Analysis & Powerful Computing
Ildentifies The Criminals Using A Range of Phones
and SIMS In An Attempt To Avoid ldentification
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Automated I denti fi cati on of Thr ee
SIM Cards to Hide Calls

Demonstration of 1 person using multiple | MEI 6s and SI
PHONE CALLS TO
DIFFERENT NUMBER SET PHONEISIMS WITH CALLS
ss72362%2 BETWEEN THEM
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Automated Identification of
Network of Calls Generated

CAL&SJSEE;FSFEETRENT PHONE SIMS WITH
CALLS BETWEEN THEM
O
S
UNIQUE IMEI's
O
S > I ‘
() 'r'.h\ B
' "'Qt
- %
- / R
- FRY
ol < "
o=~ ’

l.'.Q.

Copyright Forensic Pathways 2007. No part of this presentation (whole or in parts) may be reproduced without written authority from Forensic Pathways.



Aut omated Grouping
(Handsets)
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Automated Grouping of SIMS
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